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6105 Windows Server og datanett

Leksjon 11a DHCP — Dynamic Host Configuration Protocol
— IP-konfigurasjon (repetisjon)
— DHCP-protokollen
— DHCP-tjener i Windows Server

&
. . . \
— DHCP-tjener i VMware/VirtualBox @ — o . O
— DHCP-klient i Windows

192.168.0.22

— IP Address Database
192 168.0.77 DHCP Server

—
Pensum:

— Kuvisli: Windows Server og datanett, Kapittel 14 DHCP tjener

Relevante lenker:
— Wikipedia: DHCP
— Microsoft TechNet: Microsoft Windows Server 2016: DHCP Server Installation & Configuration
— Microsoft Docs: Dynamic Host Configuration Protocol (DHCP)
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https://en.wikipedia.org/wiki/DHCP
https://social.technet.microsoft.com/wiki/contents/articles/51170.microsoft-windows-server-2016-dhcp-server-installation-configuration.aspx
https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-top

IP-konfigurasjon (repetisjon)

IP-konfigurasjon e rotoclVerson 4 TP vt Properies X
— IP-adresse
— Subnett maske e |
— IP-adresse til default ruter (gateway) A

You can get IF settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

— |IP-adresse til DNS-tjener(e)

Obtain DNS server address automatically

(@) Use the following DNS server addresses

Statisk IP-konfigurasjon w0 o
— IP konfigureres manuelt pa hver maskin |
— Benyttes vanligvis pa tjenermaskiner

II

I:‘Validate settings upon exit Advance d...

Dynamisk IP-konfigurasjon med DHCP

— IP konfigurasjon tildeles "automatisk” fra DHCP-tjener ved
oppstart

— Benyttes vanligvis pa klientmaskiner

Internet Protecol Version 4 (TCP/IPv4) Properties

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(®) Obtain an IP address automatically
(0 Use the following IP address:

. . ]
. - ]
.. ]

(® Obtain DNS server address automatically:

() Use the following DNS server addresses:

. ]
]

Advanced...

Cancel
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DHCP Dynamic Host Configuration Protocol

DHCP-klient

_ DHCP DISCOVER DHCP DISCOVER | Initialisering
) > starter
_ DHCP OFFER
DHCP OFFER _ Samler
DHCP REQUEST > Velger
_ DHCP ACK Initialisering
) ferdig
Bundet

DHCP RELEASE

»| Frigir adressen
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DHCP Dynamic Host Configuration Protocol

DHCP-protokollen benytter flere meldingstyper mellom klient og tjener:

DHCP discover
» DHCP-klienten sender en DHCP discover melding til kringkastingsadressen
» Meldingen kan leses av alle maskiner pa samme nett
DHCP offer
» DHCP-tjener(e) pa nettet svarer med en DHCP offer melding
» Reserverer en IP-adresse, og tilbyr denne til klienten
DHCP request
» Klienten velger ett av DHCP-svarene (hvis flere DHCP-tjenere)
» Sender en forespgrsel om a "lease” oppgitt IP adresse
» Sendes ogsa tilbroadcastadressen (for & varsle alle DHCP-tjenere om hvilken som er valgt)
DHCP acknowledgement
» DHCP-tjener bekrefter at IP-adressen kan "leases”, og for hvor lenge (lease duration)
» DHCP-klienten konfigurerer na nettkortet sitt med den mottatte IP-informasjonen
DHCP release
» DHCP-klienten frigir IP-adressen som blir ledig til bruk for andre
DHCP renew
» Nar 50% av lanetid er utlgpt, ber klienten om & fa fornyet lanet av IP-adressen
Hver DHCP-melding sendes som en UDP pakke.
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DHCP-tjener | Windows Server

% DHCP _ O %
Tjenerrolle: DHCP Server rle Acten View_riep
<.“—"“—_:>| B |.;|E rlsl._@_.
— Ma installeres fra Server Manager T omittomenetoc I
] o - i P min_server.mittdomene.loca DHCP | -
—_ DHCP_tJeneren ma ha v (4 Scope [192.168.52.0] mittdomene.Jocal More Actions
R it Address Pool
fast IP adresse i IP-nettet 3 Addres Lo
: Scope Options Scope [192.168.52.0] mittdomene.local Properties ? >
2| Policies
. . . ;—:_:aéeo?:e?ptiom General DNS  Advanced
Administrasjonsverktgy for DHCP e =
v . .';'EZ' cope
— Server Manager = Tools - DHCP N
Scope name: |m'rt1u:|omene.lu:|cal

Start P address: |15-2. 168 . 52 . 100

DHCP-Scope — End P address: [ 192168 52 200

— Et (sammenhengende) omrade av adresser, som [255. 255 255 ¢

DHCP-tjeneren kan dele ut. oo men r DHEF e
— Bar ikke dekke alle adresser i IP-nettet. pas_ drs frues
_ o | 85 | 0= | o5
» Spar noen ledige adresser til tjienere, rutere m.m. ! C Unlimited
— En DHCP-tjener har vanligvis bare ett scope, men kan pescpton: |
ha flere.
Cancel
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Konfigurering av DHCP-scope | Windows DHCP

Scope name
— Hvert scope har ett navn

Start IP address / End IP address

— Omradet av IP adresser som er avsatt til DHCP

— F.eks. 192.168.52.100 - 192.168.52.200
Lease duration

— Utlanstid for tildelte adresser, for de ma fornyes.

— 1 dag kan veere fornuftig i kablede nett. Kortere i tradlgse nett
Exclusion Range

— Adresser innenfor DHCPs adresseomrade som ikke skal deles ut av DHCP

— Brukes for a reservere adresser til bruk som statiske adresser
Reservations

— |IP adresser som skal tildeles fast til en oppgitt MAC adresse

— Brukes f.eks. for & sikre at en tjenermaskin (f.eks. en webtjener) far den
samme adressen hver gang selv om den benytter dynamisk IP-adresse

— Forenkler administrasjon av IP adresser i forhold til statiske adresser
— NB! tjenere med DNS, DHCP eller AD ma benytte statisk IP-adresse.
Address pool

— Samlingen av alle IP-adresser som kan deles ut til DHCP-klienter
Address pool = Address Range — Exclusion Range — Reservations
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Scope [192.168.52.0] mittdomene.local Properties ? X

General DNS  Advanced

g;;. Scope

Scope name: |m'rt'td0mene.loc:al

Start IP address: | 152 . 168 . 52 . 100
End IP address: 152 168 . 52 . 200

Lease duration for DHCP clients
(* Limited to:
Days: Hours: Minutes:
8 | 05 | o5

" Unlimited

Add Exclusion

Type the IP address range that you want to exclude. f you want to

? X

exclude a single address, type an address in Start IP address only. Cancel

Start IP address:

End IP addrezs:

152 168 . 52 . 110
1592 . 168 . 52 120 Mew Reservation

? *
Provide information for a reserved client.
=2l ] Reservation name: |HP Laserjet skriver
IP address: 192 168 . 52 . 7
MAC address: |08-00-03-46-ac-15
Description: |
Supported types

" Both

{+ DHCP

” BOOTP

Close
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DHCP-tjener | VirtualBox & VMware

@ Virtual Network Editor LX)
S - Name Type External Connection Host Connection DHCP Subnet Address
N¢ Oracle VM VirtualBox Manager neh  bidged  Autobridang ) i i
. i VYMnetl Hogt-only - Connected Enabled 192.168.72.0
File Machine MNetwork Help VMnets  NAT NAT Connected Enabled  192.168.52.0

diLJ Toos /QE 1{::5 L_w EE& [ DHEP Settings (o] |

=

Create  Remove  Properties

Network: vmnetd
— . VM 2 WG Host-only Metworks NAT Networks Add Networkcr, | [Remave Nemork Subnet IP: 192.168.52.0
.' @) Pov ~ B Subnetmask: 255,255,255,
'-’-101 \q Powered Off MName IPv4 Prefix IPvG Bridged (connect YMs directly to the external network)
- - e — Start IP address: 192 . 168 . 52 . 128
NatNetwork 192.168.52.0/24  fd17 Bridged o: | Automatic Atomate Settngs .
'@ NAT (shared host's IP address with VMs) NAT Settings... End IP address: 192 . 168 . 52 . 254
EEHEI’BI OptiUﬂS Fort Forwa l’dir‘lg Host-only (connect VMs internally in a private network) Broadcast address: 192, 168,52, 255
9
|
Connect a host virtual adapter to this network "
Days: Hours: Minutes:
Ngme . | MNatNetwork L jost virtual adapter name: VMware Metwork Adap Y
N | Use local DHCP service to distribute IP address to VMs DHCP Settings... QE{EUlt lease time: 0 - o - 30 -
IPv4 Prefix: |192.168.52.D,"24 - - -
SubnetlP: 192 .168 . 52 . 0  Subnetmask: 255,255,255, O Max lease time: 0 = |2 = 0 =
Enable DHCP
Restore Default Cancel Appl Help | (a4 | | Cancel | | Help
b

VirtualBox: Tools - Network VMware Virtual Network Editor
— | far]en NAT Network og General — Under DHCP Settings
Options — Kan skru DHCP-tjener av og pa

— Feltet Enable DHCP (av/pa) — Velg laveste og hgyeste IP-adresse i
— Ingen mulighet for konfigurering adresseomradet for DHCP
av adresseomrade eller leietid — Velg utleietid
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DHCP-klient 1 Windows

o Services

File Action View Help

Kjgrer som en tjeneste (Service)

s | FECE HE » o mwn

DHCP Client Properties (Local Computer)

.. Services (Local)

Administrative Tools = Services

— DHCP Client Desciption:

\ Extended /( Standard X

. Services (Local)

— Control Panel 2 System and Security =2

Stop the service
Restart the service

Name Description

yBackground ... Enables apps to discover,
Registers and updates IP

i alicy Service  The Diagnostic Policy Se
v 5. Diagnostic Service Host ~ The Diagnostic Service H

0 mcddemrr e =

General LogOn Recovery Dependencies

Service name Dhep

Display name: DHCF Cliert]

Fath to executable:

Startup type: Automatic

Konfigurering
— Under Egenskaper for Internet Protocol (TCP/IP)
— Velg tildeling av IP-adresse automatisk

— Kan ogsa velge automatisk tildeling av adresser til DNS-tjenere

Windows kommandoer
ipconfig /all - viser tildelt IP adresse (og andre
tildelte verdier)
- fornyer lanetiden for IP adressen
- eller ber om ny adresse
- frigir tildelt IP adresse

ipconfig /renew

ipconfig /release
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Service status:  Running

Start Stop Pause

from here.

Description Registers and updates IP addresses and DNS
records for this computer. f this service is stopped,

& Ethernet Properties
Networking  Sharing

Connect using:

Ij Intel{R) Ethemet Connection 1217-LM

This connection uses the following tems:

:E'VlrtuaIEm( MNDISE Bridged MNetworking Driver -
:EIQOS Packet Scheduler

. Link-Layer Topology Discovery Responder

[0 s Intemet Protocol Version 6 (TCP/IPvE)

I intemet Protocol Version 4 (TCP/IPv4)

. Link-Layer Topology Discovery Mapper 1/0 Driver

[0 s Microsoft Network Adapter Muttiplescor Protocel v
< >

Install... Uninstal Properties
Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks

0K Cancel

Internet Protocol Version 4 (TCP/IPv4) Properties

General  Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically

() Use the following IP address:

®Dhtain DN server address automatically:
() Use the following DNS server addresses:

[ . ]
L. ]

Validate settings upon exit Advanced. ..

Cancel

~
v

CAWINDOWS system 32 avchost exe 4 Local Service Network Restricted

You can specify the start parameters that apply when you start the service
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